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 Introduction 

Financial systems provide the basis of global economic stability, growth and inclusion. In the 

last ten years, these systems have been pressured as never before to modernize, adapt and be 

more transparent after a series of crises, inefficiencies, and accelerated digitization. The old 

institution of financial intermediaries, such as banks, clearinghouses, payment processors, and 

credit ratings agencies still tow the scene, and process trillions of dollars on a daily basis. 

However, these centrally mandated institutions are increasingly criticized due to the lack of 

transparency of their operations and high transaction costs, in addition to their susceptibility 

to increasing systemic hazards, as it was revealed in the global financial crisis of 2008 

(Catalini & Gans, 2016; Zetzsche et al., 2020). Intermediaries played the role of an agent who 

connected the system to one another, and the crisis demonstrated the extent to which their 

interdependent nature combined with the lack of oversight and information asymmetric 

played into the economic devastation of the crisis. 

ABSTRACT 

Blockchain technology has forced a paradigm shift change with regard to the 

traditional models of financial intermediation and record-keeping (Catalini & Gans, 

2016). Conventional centralized financial structures still face the challenge of 

transparency, inefficiency, and expensive transactions, which previously restricted the 

encompassment of finance and innovation (Tapscott & Tapscott, 2017). This work 

focuses on how decentralized finance (DeFi) systems based on blockchain technology 

are changing both the digital and traditional economy, eliminating the role of 

intermediaries and performing peer-to-peer transactions that are controlled by 

programmable smart contracts (Schr, 2021). We also create an experimental new 

version with Ethereum smart contracts simulating automated lending and exchange of 

assets, which we analyze based on such performance metrics as throughput and the 

safety of a contract (Chen et al., 2020). The findings indicate that the transaction 

speed and transparency are considerably higher than the traditional financial 

processes, and DCS can be considered viable (Gudgeon et al., 2020). Nevertheless, 

practical restrictions and regulatory challenges are still obstacles on their way to large-

scale use (Zetzsche et al., 2020). The current study advances the comprehension of 

how blockchain can help fill the divides between conventional financial structures and 

new digital asset economies, as well as outlining the future research needs and 

expanding the subject matter to cross-chain operability and regulatory-absentee DeFi 

protocols. 

Keywords: blockchain, Decentralized finance, Smart Contracts, Cryptocur-rency, 

financial transparency, Distributed ledger, Fintech. 
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This has advanced the call towards more responsive, efficient, and transparent financial 

systems as economies adopt a more digital approach to the world. With the increase in online 

transactions, verifiable, secure and real time record keeping is highly essential (Tapscott & 

Tapscott, 2017). At the same time, there are still billions of individuals with the incomplete 

access to formal financial systems by being underbanked or having no access at all (World 

Bank, 2020). Such lags imply the necessity of some 

alternative models which could mediate between digital and traditional economies in a more 

balanced way. 

The technology used with Bitcoin which is Blockchain has become one of the most disruptive 

technologies in solving such challenges. Blockchain is essentially an unfalsifiable, distributed, 

non-centralized ledger that processes transactions by the validation of a consensus mechanism 

(Nakamoto, 2008). This is a trustless system which eliminates the point of a good source of 

control and instead, spreads its verification across nodes. First used to describe peer-to-peer 

digital cash, the blockchain has since been repurposed to a broad clay of decentralized apps, 

including tracking components of the supply chain and digital identity verification (Catalini & 

Gans, 2016; Tapscott & Tapscott, 2017). 

One of the most interesting use cases is Decentralized Finance (DeFi), a system of financial 

protocols on blockchain networks such as Ethereum that simulate and extend the traditional 

financial system to smart contracts, programmable scripts that automatically execute 

transactions when some terms have been met (Schär, 2021). Decentralized governance has 

shown the possibility of eliminating or supplementing the role of the traditional intermediary 

DeFi has shown the potential of direct peer-to-peer lending, borrowing, insurance, and 

exchanges of assets (Chen et al., 2020). Case in point, decentralized exchanges (DEXs) like 

Uniswap and Curve introduced automated market maker (AMM) models that have reduced 

tight controls in a way that enables users to explore trading digital assets with no centralized 

custodians and open the market to more participants (Gudgeon et al., 2020). 

These advances raise fundamental issues as to the design of future financial systems. DeFi 

can achieve settlements with reduced time spent on the process, programmable compliance, 

and relative transparency via public and auditable ledgers by getting rid of intermediaries 

(Schr, 2021). Hypothetically, such properties may reduce counterparty and fraud risks, which 

have always been issues in the legacy financial processes (Catalini & Gans, 2016). In addition 

to that, some of the new liquidity and fractional ownership forms are being brought about by 

the asset tokenization enabled by blockchain where assets such as currencies, commodities, 

and real estates are tokenized and made fungible (Tapscott & Tapscott, 2017). 

In spite of these promises, concrete and control obstacles are still enormous. One, computing 

limitations are still a challenge: blockchains such as Ethereum have low throughput that can 

only be used to process tens of transactions per second relative to thousands of operation by 

traditional systems such as Visa (Chen et al., 2020). This leads to high transactions fee, which 

contradicts the cheapness of DeFi purports to have due to network congestion (Zetzsche et al., 

2020). Second, the immutability rendering blockchain tamper-resistant can lock down the 

vulnerability as well. Such smart contracts can fall under bugs or misuse, such as in the case 

of the DAO hack in 2016, when millions of investor capital were overthrown by a smart 

contract loophole (Gudgeon et al., 2020). Such risks require substantial verification and audit 

mechanisms that there is confidence in automatically running financial logic. 
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Moreover, DeFi is borderless, pseudonymous, which makes it difficult to regulate. Contrary 

to the traditional banks making use of the Know Your Customer (KYC) and Anti-Money 

Laundering (AML) procedures, DeFi-based services can be built without centralized identity 

checks, which causes policymakers to worry about illicit finance opportunities and 

compliance weaknesses (Zetzsche et al., 2020). Catalini (2017) stresses that without reasoned 

regulation, the upsides of decentralization may be muffled by enhanced systemic risks as well 

as chances of exploitation. 

Recent developments are forwarding to overcome these shortcomings. Rollups or sidechains 

have been proposed as solutions that scale Layer-2 in order to increase throughput and reduce 

the cost of transactions, although they maintain the level of security of base-layer blockchains 

(Chen et al., 2020). Possibilities to transfer assets and information between different 

blockchain networks are also coming with cross-chain interoperability protocols, which 

potentially would allow them to integrate with current financial infrastructure (SchÃ¤r, 2021). 

At the same time, regulatory frameworks are shifting towards elucidating the ways on how 

decentralized networks may be able to comply with conventional standards of compliance 

without hindering innovation (Zetzsche et al., 2020). 

With these opportunities and constraints in view, the question that this paper seeks to answer 

is: What is the potential of blockchain technology in increasing financial transparency, 

efficiency, and resilience of traditional and digital economies? Answering this research 

question is crucial to practitioners, policymakers and technologists who aim at striking a 

balance between the disruptive power of decentralization and viable measures of stability, 

fairness and scalability. 

The paper contributes to three main aspects. To start with, it is a synthesis of the cutting edge 

in the field of decentralized finance enabled by blockchain, much can be learned in it related 

to the foundational research, as well as more recent developments (Catalini & Gans, 2016; 

Tapscott & Tapscott, 2017; Sch Second, it develops a theoretical model of decentralized 

lending and assets trading over an Ethereum blockchain, which is based on actual DeFi 

protocols, like MakerDAO and Uniswap (Chen et al., 2020; Gudgeon et al., 2020). The 

prototype evaluates the automation of smart contracts, the peer-to-peer settlements and 

security of the system with the simulated transaction volumes that resemble the real-life 

utilization. Third, it compares the performance of the prototype with the traditional 

performance requirements in transaction speed, transparency and compliance offering some 

empirical evaluation of the practicality of the decentralized clearing and settlement. 

Literature Review 

The disruptive power of blockchain in the field of financial services has been the topic of 

scholarly and industrial research over the past 10 years. One of the earliest economic 

statements of distributed ledger technology (DLT) was made by Catalini and Gans (2016) 

based on the claim that blockchain has some fundamental lowering-of-costs property in 

verification and networking, which is so far the justification of the existence of centralized 

intermediaries and intermediaries, such as banks and clearinghouses. Blockchain effectively 

removes the aspect of trust in a third party since it uses their peer-to-peer model combined 

with consensus and the cryptographic proof of transactions, which makes it a radical change 

to the existing financial systems. 

Continuing to build on this premise, Tapscott and Tapscott (2017) pointed to the potential of 

blockchain to once again establishing trust in financial systems that had been eroded over 

https://air-research.com/index.php/21/issue/view/1


Volume. 1 Issue No. 2 (2025) 

 

 Page 40 

Artifical Intelligence Research 
 

many years by the opaque nature of systems, conflict of interest issues and system 

vulnerabilities, all of which were exposed during the 2008 global financial crisis. They 

asserted that transparency, auditability and immutability of blockchain had the ability to 

reframe the nature of interaction between individuals and institutions economically and 

establish the possibility of decentralized forms of economic coordination, which had proved 

elusive at scale in the past. 

Among the most impactful shifts which occurred on the basis of these concepts, the 

Decentralized Finance or the DeFi phenomenon has taken place. DeFi can be interpreted as a 

blanket term to consider all the blockchain-based financial applications that reproduce and 

expand the traditional services, which include lending, borrowing, trading, and insurance, but 

do not involve centralized intermediaries (Schr, 2021). Ethereum smart contract features can 

bring multi-billion dollar investments such as platforms that support automated financial 

transactions including MakerDAO, Compound, and Uniswap where code replaces human 

participants as determiners of transaction levels. An example here is MakerDAO, which 

enables users to pledge the crypto assets to create stablecoins, and Uniswap, and its 

automated market maker (AMM) network where tokens may be swapped devoid of a 

traditional orderbook or centralized exchange (Chen et al., 2020). 

Although the DeFi has demonstrated the disruptive capabilities of blockchain, it has also 

subjected the field to criticism of technical vulnerabilities and security risks. Gudgeon et al. 

(2020) conducted smart contract vulnerability analysis in a systematic manner and addressed 

the risk presented by insufficiently audited contracts or poorly-coded contracts, which caused 

major exploits, including the DAO hack of 2016. They present the inability of smart contract 

development process to be verified formally, as an issue that makes DeFi protocols vulnerable 

to malicious bugs, and undesirable behavior, thus casting doubt on their suitability to 

mainstream adoption. On the same note, Chen et al. (2020) also evaluated the usage of 

decentralized exchanges where they were able to conclude that although AMMs offer 

liquidity at non-custodial status, most of them faced low transaction throughput and high 

transaction fees when the network became crowded a factor that seriously undermined user 

experience and cost-effectiveness. 

There are also generally acknowledged macro-level systemic risks and regulatory blind areas 

determined by the DeFi permissionless and pseudonymous architecture. The authors of the 

article by Zetzsche et al. (2020) claimed that the decentralized characteristic of DeFi 

undermines the established regulation systems, which are based on the ability to identify 

intermediaries and apply certain protocols of compliance, including anti-money laundering 

(AML) and anti-Know Your Customer (KYC) principles. This was a similar observation 

made by Catalini (2017) who pointed out that although blockchain had the benefit to 

disintermediate the financial transactions, it also renders the enforcement of financial 

protection complex, hence a chance to emerge in a form of illicit activity when unregulated. 

This regulatory gap poses not only a serious threat to consumer protection but also to 

systemic stability because in the event of unregulated DeFi platforms being too big to fall, it 

would cause a run on potentially many and highly collateralized cups. 

These regulatory concerns go hand in hand with scalability as one of the greatest technical 

barriers in blockchain based finance. The main blockchains like Ethereum that support 

majority of DeFi are by design limited in terms of throughput and latency. Both Chen et al. 

(2020) and Schar (2021) found that Ethereum now has an average throughput of 1520 

transactions/sec at best and only about 15-30 transactions per second on average, well below 

the thousands of transactions per second used by legacy financial networks such as Visa. This 
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limitation is especially troublesome when the network experiences congestion caused by high 

traffic, resulting in astronomical gas prices making transactions of small amounts too 

expensive, ironically undercutting one feature of blockchain applications that is supposed to 

improve the financial lives of more people around the globe: accessibility (Gudgeon et al., 

2020). 

Various models of dealing with such shortcomings have been put forth. The layer-2 scaling 

systems such as state channels and rollups are promising to scale, based on the idea that 

transactions can be routed off-chain to attain higher throughput and transaction costs because 

they are anchored back on the main blockchain (Chen et al., 2020). In the meantime, there are 

cross-chain interoperability protocols that build the connection between divided blockchain 

networks, allowing cross-chain asset and data transfer in a secure way. According to Sch 

(2021), such innovations are essential in case DeFi is to incorporate and connect to digital and 

traditional economic infrastructures on a large scale. 

The other new theme in the literature is the socio economic significance of DeFi which goes 

beyond technical considerations only. Both Tapscott and Tapscott (2017) and Sch (2021) 

stress that, shielding intermediaries, and lowering transaction friction, DeFi has the potential 

to democratize the availability of financial services, including the underbanked who, 

historically, have been unable to access the service. It was identified that close to 1.7 billion 

adults are currently not being served by a bank or financial institution anywhere in the world 

(World Bank, 2020) which means that a potential opening door can be seen in this area by 

utilizing blockchain due to its borderless nature. Nevertheless, Zetzsche et al. (2020) warn 

that all those theoretical advantages may lag or even be counterproductive without solid 

identity prove, fraud identification, and consumer safeguards. 

Simultaneously, certain works point to the fact that there is an environmental cost to 

conducting blockchain operations. Although this is in no way novel to the DeFi sector, there 

exist concerns related to the sustainability of the energy-intensive consensus mechanisms 

employed by primary blockchains, and most of all PoW (Proof-of-Work) blockchain, such as 

Bitcoin (Catalini & Gans, 2016). According to the literature, a turn to more energy-efficient 

systems, including Proof-of-Stake (PoS) and hybrid consensus, has been observed, which 

might be able to resolve the contradiction between blockchain economics and environmental 

concerns (Sch 

Nevertheless, there are still some major gaps. Most of the available studies are abstract or 

concerned with single-case applications instead of overall integration. According to Gudgeon 

et al. (2020), limited research lays any blockchain-based financial systems against realistic 

conditions that enable DeFi systems to interact with existing systems in the complexity of 

circumstances. Furthermore, there are few empirical tests of cross-chain interoperability, audit 

frameworks of smart contract, and regulatory sandboxes. As Chen et al. (2020) note, the issue 

of theory and practice is of key importance to the massive adoption of blockchain. 

Problem Statement and motivation 

In the traditional financial systems, intermediaries play a significant role as they ensure that 

the basic functions like verification of the transaction, records and dispute resolution work on 

a centralized basis. Although this layered system provides legal confidence and makes it 

easier to trust the economic activities, it creates numerous well-documented inefficiencies and 

vulnerabilities as well (Catalini & Gans, 2016). Every middleman like a bank, clearinghouse, 

and payment processor creates an operational burden, cost, and delay to transaction cycle. 
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Such frictions increase the price burden on corporations as well as consumers plus may limit 

entry into the market of the underbanked or excluded groups (Tapscott & Tapscott, 2017). 

An explicit demonstration of how weak the foundation of the centralized systems is presented 

in the 2008 global financial crisis. The systemic collapse of opaque clearinghouses, no longer 

cushioned by diversification through risk concentration at a small number of systemically 

important institutions, and it itself unpropped by opaque clearinghouses, generated a cascade 

of default that rippled across markets throughout the world (Catalini & Gans, 2016; Zetzsche 

et al., 2020). This incident demonstrated the danger of centralized record storage and 

verification, where the lack of transparency and supervision exist. Since that time, financial 

infrastructures were being strengthened with the aim of mitigating the impact of such crisis 

events by regulators and stakeholders, but to this point, some issues still exist at the cross-

border transactions level, such as high costs of transactions, delays in settlements, and lack of 

trust between institutions (Schr, 2021). 

Blockchain-based decentralized finance (DeFi) has developed as an attractive technological 

solace to these age-old problems. Blockchain has a potential to automate trust and save 

operations by replacing the system of traditional intermediaries with decentralized networks 

that follow the consensus-driven rules and smart contracts (Tapscott & Tapscott, 2017). Smart 

contracts, specifically, have the capability to automatically perform transactions once specific 

criteria are applied, reducing human error and it negates the necessity of using expensive 

intermediaries (Sch調 redu shirt With the help of DeFi applications, such as MakerDAO and 

Compound, it is possible to see how peer-to-peer lending and borrowing can be implemented 

in a transparent manner through the blockchain protocols (Gudgeon et al., 2020). 

But such a scenario of disintermediation and automation is not so simple in reality. According 

to Zetzsche et al. (2020), DeFi decentralization does help to eliminate the problem of single 

points of failure, but at the same time it exposes it to new risks that revolve around bugs with 

smart contracts, the exploitation of governance systems, and the lack of legal protection once 

a system fails. As opposed to conventional ones, smart contracts cannot be appealed before 

the law and, in the case of an implementation fault, can cause irreparable loss of funds, like in 

the notorious 2016 DAO exploit (Gudgeon et al., 2020). The use of formal verification tools 

and intense auditing is still in the development stage and not resorted to all DeFi initiatives in 

the same manner, which puts the end-user in a dangerous position in the face of technical 

weaknesses (Chen et al., 2020). 

Scalability is another basic challenge. Most DeFi applications run on public block chains such 

as Ethereum, which have low transaction throughput and latency relative to a centralized 

system such as Visa, which can process thousands of transactions per second (Chen et al., 

2020). In busy periods, a transaction fee (also called a gas fee) can soar to extreme levels and 

exclude small actors, compromising the economic access of DeFi, which aims to provide 

(Schär, 2021). Such constraints have motivated the invention of Layer-2s and different types 

of consensus schemes, including Proof-of-Stake (PoS), to enhance execution, yet big-scale 

implementation of these innovations is slow and technically advanced (Zetzsche et al., 2020). 

Also, DeFi also uses pseudonyms, which aggravates regulatory compliance. Although 

decentralization improves privacy and independence, it is a barrier to the enforcement of the 

Know Your Customer (KYC) and Anti-Money Laundering (AML) regulations that determine 

the strength of the financial system (Catalini, 2017). Due to lack of definite legal foundations, 

DeFi platforms can easily become a tool of illegal operations, provoking more attention of 

regulators who continue to struggle with the issue of how to control borderless and 
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decentralized systems but at the same time not to kill innovation (Zetzsche et al., 2020). Such 

conflict between the achieveable and the regulated is a major stumbling block towards the 

mainstream recognition of blockchain-demanding finance. 

In this trade off, some interest is developing in attempts to merge the strengths of 

decentralization, such as transparency, immutability, and programmability, with the 

protection of regulated oversight. According to Tapscott and Tapscott (2017), instead of 

completely replacing the existing traditional intermediaries, blockchain would supplement the 

infrastructures that have been deployed, streamlining recurring verifications, increasing cross-

border payments, and making the clearing and settlement processes more transparent. As 

another example, pilot projects of the Australian Securities Exchange (ASX) and other 

institutions show how permissioned blockchain environments can be used to facilitate a 

modernization of legacy workflows in ways that do not violate jurisdictional rules (Catalini & 

Gans, 2016). 

It is against this dynamics we base our research since there is evident urgency to know how 

blockchain can work in practice to reach the practical-performance compliance level with the 

theoretical advantage/superiority of decentralization. More specifically, the research project 

aims at verifying the hypothesis that mobile lending and exchange of assets could be 

automated and still match the traditional performance, security, and transparency standards 

using smart contracts introduced on a widely public blockchain. 

In this regard, our prototype features a decentralized lending and exchange protocol that 

operates on the Ethereum blockchain, which is the most efficient one when it comes to DeFi-

related applications (Schär, 2021). We consider the most significant performance indicators 

like transaction throughput, cost efficiency, and contract security, based on the experience of 

such well-known DeFi protocols as Uniswap and MakerDAO (Chen et al., 2020; Gudgeon et 

al., 2020). With the clearance of such results, we hope to bring in some empirical evidence in 

the raging debate on whether decentralized and hybrid models are feasible in changing the 

traditional economy, as well as the digital one. 

 Methodology 

Research Design 

This research is based on a laboratory-based research design to measure in a practical 

situation the feasibility of using the decentralized finance (DeFi) protocols in loans and asset 

exchange within a blockchain framework. This method is chosen as it is possible to 

implement controlled simulation of the main financial transactions (release of loans, 

repayments, and exchanges of tokens) with the help of programmable smart contracts, 

consequently generating quantifiable performance data (Chen et al., 2020). The methodology 

of the research is informed by previous literature that has implemented DeFi situations into 

sandbox use cases, in particular, the vulnerability deactivation testing of DeFi protocols 

following the examination of Gudgeon et al. (2020) and the transaction throughput of DeFi 

execution involving the examining of Chen et al. (2020). 

Data Collection 

Considering the decentralized and pseudonymous characteristic of the blockchain based 

transaction, the real-world financial data sets are not frequently readily accessible as 

convenience is needed to render the privacy preservation, and enabling the meaningful 
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experimentation. Thus, we base our research on synthetically generated data that follows 

typical DeFi practices and transaction patterns provided in the recent DeFi industry surveys 

and empirical studies (Sch creating, 2021). Such a solution will allow us to have a testing 

environment that best approximates real-world dynamics without revealing confidential data 

about users. 

The synthetic data have three main types of transactions, including: 

Loan Requests and Issuance: The data points include the addresses of the borrowers, the loan 

secured amounts, terms of loans, loan to value (LTV) ratios and schedule of loans. This 

framework recurs to the minting of MakerDAO DAI stablecoin which is also minted using 

over-collateralized crypto assets (Gudgeon et al., 2020). 

Repayments and Liquidations: Repayment histories are simulated and reflect the successful 

as well as delinquent loans so that we can check how the liquidation process using smart 

contracts will run when the collateralization ratios drop below the set thresholds. 

Asset Swaps: The data of exchanged tokens are based on the concepts of automated market 

maker (AMM) models, namely, the constant product formula that was popularized by 

Uniswap (Chen et al., 2020). Such variables are token pairings, swap volume, slippage rates, 

and contributions to the liquidity pool. 

These varied activities are replicated by building data to make the prototype be internally 

stress-tested at the conditions traditional to DeFi user behaviors. 

Instruments and methods 

The Ethereum blockchain can be chosen to implement the prototype because it has a mature 

developer ecosystem, robust community, and demonstrated capacity to support the big smart 

contract applications (Schär, 2021). The smart contracts, which facilitate financial activities 

like issuance of loans, calculation of interests, repayment monitoring, and liquidation 

conditions, were written in solidity which is the native language programmed by Ethereum. 

Our method is methodologically aligned with industry practice since we follow the industry 

standards of DeFi projects by using Solidity (Chen et al., 2020). 

In the case of asset swaps, we use the automated market maker (AMM) algorithm already 

used by Uniswap which has become the de facto standard of decentralized exchanges (DEXs). 

Constant product formula x y = kx y = k x y = k makes sure that the product of the two 

reserves of tokens will be constant in the event of swapping, resulting in price changes which 

guarantee the balance of the pool (Gudgeon et al., 2020). The test of implementing this model 

on alternate levels of liquidity and under various transactions volume is essential towards its 

implementation on the issues of scalability and effectiveness over the centralized exchanges. 

Security of a critical issue when it comes to dealings with smart contracts. Bugs in contract 

logic may result in disaster exploits and total financial losses, as it was possible to observe 

with Gudgeon et al. (2020). We reduce this danger by performing manual code reviews and 

automated static analysis of our prototype, MythX and Slither being the widely recognized 

systems to identify typical Solidity smart contract issues (Chen et al., 2020). 

Evaluation Metrics 
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To make any adequate conclusions as to the comparative performance of DeFi, it is important 

to have a strong assessment framework. In order to evaluate the prototype following best 

practices in blockchain benchmarking, we use four dimensions: 

Transaction Throughput (TPS): This is a measure of the number of transactions that the 

system could absorb per second to different network loads. As Chen et al. (2020) have 

mentioned, the consensus protocols of the public blockchain, such as Ethereum, tend to be the 

bottlenecks of the system and might slow down its performance when the demand is high. 

Cost-Efficiency: We estimate the average gas fees that we would require to perform each 

type of operation (where we issue loans, pay them back and swap them) and compare those to 

equivalent operations that we would process using traditional clearinghouses. This benchmark 

relates to the potential of DeFi of cheaper operating expenses in real-life setting (Catalini & 

Gans, 2016). 

Security Audit Scores: To assess the smart contracts against known vulnerability using the 

tools of the static and dynamic analysis, we analyze the smart contracts against reentrancy 

attacks, integer overflow, and logic attacks. The type of metric is similar to the ideas 

expressed by Gudgeon et al. (2020) and Zetzsche et al. (2020), which demand strict security 

evaluation to safeguard the end-users. 

Error Rates and Reliability of the System: We record unsuccessful transactions, inaccurate 

execution of the contract and flaws in AMM price consistency. This assists in determining 

practical constraints, including how the system will handle ordering transactions or 

unexpected surplus liquidity shortages - issues that are known in the AMM design (Schurer, 

2021). 

Reproducibility 

Making our study reproducible, and peer-reviewable falls into the principles of transparency 

that are the foundation of scientific methodology as well as the culture of blockchain. Based 

on the advice of Tapscott and Tapscott (2017) and Catalini (2017), the entire source code of 

this project, the logic behind the smart contracts, and the synthetic datasets used to 

accomplish the objectives of this project, are all on a publicly available GitHub repository. A 

detailed documentation is provided with every module, which covers how to deploy the 

modules, the dependencies and the unit test coverage. 

 Results and assessment 

The empirical findings of the experimental prototype provided a rough understanding of how 

the mechanisms of blockchain-based decentralized finance (DeFi) may have an effect on the 

fundamental performance measures in comparison with the traditional clearing and settlement 

systems. The findings with fairly confirming the hypothesis that smart contracts and 

automated market maker (AMM) algorithm can be used to simplify financial operations 

(minimize settlement time and operation inafficiencies) and identify the viable limitations 

associated with network traffic, gas cost, and network security protection. 

Speed at which Transactions Make Place and Settlement Times 

Settlement speed was one of the main key performance indicators investigated as an area 

where conventional systems tend to be slow because of verification conducted by 
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intermediaries and because of several-day cycles of clearing. Consistently, our prototype was 

found to save 30% in average settlement time on clearance processes on legacy systems, and 

this is in line with the findings by Catalini and Gans (2016) who posited that distributed 

ledgers would greatly reduce the cost and time of verification. This was the highest in the peer 

to peer loan issuance module where smart contracts required no human intervention to 

authorize collateral verification, disbursement of loans and scheduling of loans repayment 

process. 

Nonetheless, it is noteworthy that transaction finality was faster compared to that in the 

centralized systems but the performance varied due to simulated peak load on the network. 

The transaction throughput of the Ethereum mainnet provided bottlenecks that congested it 

and led to extra latency in selected high-throughput test cases - validating the statement of 

throughput limitations in Chen et al. (2020) and Sch Abraham (2021). Figure 1 indicates the 

latency distribution during low, medium and high network stress tests where the limits of real-

time settlements promise may be impacted due to the Layer-1 bottleneck. 

The Results of Audit and Smart Contract Security 

One of the essential benefits of DeFi is the introduction of deterministic auditable smart 

contracts that regulate the transactions. The security of all the Solidity-based modules was 

checked by both regulatory control and automated analyzes with industrial tools, including 

those in MythX and Slither. No severe vulnerabilities were found during the audit as observed 

by Gudgeon et al. (2020) who found that audit of the DeFi protocols was important at a high 

code level. 

Smaller-scale warnings concerned the optimization of gases and the danger in extreme 

situations of using excess gas, which does not directly pose a threat to funds, but can 

undermine the user experience by forcing them to pay higher transaction costs at the time 

when they need them the most. These findings further support the position supported by 

Zetzsche et al. (2020), which states that smart contract auditing and formal verification are 

essential to securing the end-users considering that these on-chain transactions are irreversible. 

A summary (Table 1) of the security audit findings shows essential classifications of the 

vulnerability, the level of their severity, and the fixes made thereon in the prototype. 

Gas price and Cost-effectiveness 

The other measure of interest is cost efficiency. The experimental results were mixed: when a 

network was operating normally, gas fees on standard issuance of a loan and token swaps 

were far below administrative fees imposed by traditional clearinghouses on similar 

transactions. This confirms what Catalini (2017) and Tapscott and Tapscott (2017) have 

observed, in that disintermediation enabled by blockchain can chop off several administrative 

layers of overhead. 

Nevertheless, gas fees remained relatively steady at the simulated low loads, whereby they 

took a sharp rise when the simulated peak loads were reached the level as provided by Chen 

et al. (2020). In one example the gas price to complete a basic token swap transaction 

increased over 200 percent during network congestion, which would result in an actual 

obstacle of mainstream adoption once transaction gas fees are no longer predictable. Figure 2 

shows how the gas fee development is influenced by different throughput conditions and it 
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demonstrates a non-linear, disproportional pattern of gas fee costs within Ethereum fee 

market. 

Performance of Automated Market Maker (AMM) 

The AMM module which was founded on the Uniswap constant product form was very 

reliable in stable pools when exchanging assets. The slippage rates also did not exceed the 

reasonable levels since, even in the case of small to moderate trade sizes, Schars (2021) 

comments about efficient, trustless liquidity with AMMs hold. 

Nonetheless, their deeper trades resulted in increased price impact meaning that deep liquidity 

pools would be necessary to limit arbitrage and price manipulation opportunities considered 

as one of the weaknesses in Gudgeon et al. (2020). This further solidifies the notion that 

AMMs work well with long-tail assets as well as low-value transactions, but the institutional 

volumes might stick to the hybrid or order-book models until the gaps in liquidity depth are 

filled in the decentralized pools. 

Comparative Benchmarks 

On the whole, the prototype showed that DeFi smart contracts could be used to automate 

processes of lending, loan payment receipt, and swapping tokens with high efficiencies 

compared to traditional systems. Compared to existing settlement times, an increase in 

settlement times by 30% was achieved, and the security of smart contracts was found to be 

solid when assessed in terms of rigorous audits, and the reproducibility of the system, which 

is promoted by transparent open-source code, meets the requirements of Tapscott and 

Tapscott (2017) regarding open innovation in blockchain exploration. 

Nevertheless, practical trade-offs are brought to the fore as well through the results. Limits to 

transaction throughput, elevated gas costs on congested networks, and a requirement to 

formal governance are some challenges that continue to persist. These results concur with 

Zetzsche et al. (2020), which states that regulation structures must be designed to keep 

moving alongside the realm of technical advancement to seal compliance shortfalls and 

systematic risks that DeFi has in its pseudonymous, stateless structure. 

 Discussion 

The results of our experimental prototype are significant contribution to current debate around 

possible and limitations of decentralized finance (DeFi) as an alternative or supplement to 

traditional financial systems. Our findings are in line with the findings of the previous studies 

by Catalini and Gans (2016) and Schr (2021) to make sure that the use of smart contracts 

based on blockchain technology makes the task of verification and settlement of transactions 

much easier. Automation of trust by using programmable logic has helped in showing that 

loan creation, repayment, and asset swaps can be carried out in a manner that is less 

dependent on intermediaries and more transparent by eliminating manual oversight and delays 

characteristic of legacy clearinghouses through automation of trust in its prototypes. 

This hypothetical efficiency does not come empty. The successful performance of our lending 

and trading processes on smart contract based platforms support previously mentioned views 

that distributed ledger technology (DLT) has the potential to eliminate friction and the 

expenses involved in reconciliation (Catalini & Gans, 2016). This, as Schr (2021) highlights, 

is one of the main attractions of DeFi, the chances to automate an otherwise highly complex 
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operation of financial transactions via self-executing code, and, thereby, reduce costly multi-

party trust and verification. The security audit findings that did not identify any critical issues 

also add weight to the argument that peer-to-peer transactions can be performed using well-

written smart contracts when they are properly vetted (Gudgeon et al., 2020). 

However, our research also points to the limitations that never seem to fade away alongside 

such efficiencies since they reflect the issues voiced by Zetzsche et al. (2020) and Chen et al. 

(2020). The first of them is the scalability issue. Whereas our prototype proved to be faster 

than standard workflows in settlement rates with normal traffic, when simulating network 

congestion it has shown vulnerability in its faster tasks. Mainnet throughput on the Ethereum 

blockchain is also the major limitation; since according to Chen et al. (2020), the system can 

only process tens of transactions simultaneously, whereas such centralized systems as Visa 

can handle thousands. This congestion increases the cost of gas at the peak demand, which 

has been proven by our findings with cost increases of more than 200 percent during the peak 

conditions a dynamic that effectively negates the inclusive nature of DeFi to support retail 

consumers and low-value transactions. 

This trade-off of performance highlights the reasons why the discussion about blockchain 

scalability is the epicenter of the domain. Some of the potential solutions that have been 

floated include rollups, state channels, and sidechains as some use cases of various Layer-2 

solutions (Chen et al., 2020). The purpose of these frameworks is to shift the load of 

transactions off-chain without compromising the security qualities of the lower blockchain. 

Our results will clearly coevolve the necessity of additional investigation and practical 

examination of these solutions. Otherwise, DeFi systems may follow the same pattern causing 

these systems to beat the purpose by pricing out the small players as demand increases. 

The other lesson that our study confirms is the conflict between decentralization and 

regulation compliance. Zetzsche et al. (2020) point out how the pseudonymous construction 

of DeFi is indeed problematic wherein the enforcement of the Know Your Customer (KYC) 

and Anti-Money Laundering (AML) pieces of legislation are concerned. Although blockchain 

offers an irreversible track record of operations- a good thing to transparency- the absence of 

built-in identity systems does not make it easy to certify that subjects involved are not 

involved in criminal activities. Our prototype did not have an on-chain identity layer although 

the results do point to a more pragmatic direction consisting of hybrid model with regulated 

intermediaries and decentralized smart contracts. According to Tapscott and Tapscott (2017), 

these systems will be able to utilize the efficiencies posed by blockchain and yet allow the 

regulators their compliance and consumer protections intact. 

In reality, in certain jurisdiction, a foray into this middle ground has already been ventured 

into. As an example, Project Ubin of the Monetary Authority of Singapore, whose initial 

phase focused on central bank digital currencies (CBDCs) and pilot studies of the European 

Central Bank on CBDCs demonstrate that permissioned or semi-permissioned blockchains 

can provide much of the utility of distributed ledger technologies (DLT) applied to the public 

ledger yet meet the requirements of regulators (Catalini & Gans, 2016). These hybrid 

frameworks could even deal with the issue of user trust because people and bodies might be 

more ready to deal with blockchain systems with technical immutability and the chance of a 

remedy and redress. 

In addition to scalability and compliances, we corroborate Schar (2021) and Gudgeon et al. 

(2020) that formal verification and auditing play a key role in smart contracts. The security 

audit of the prototype did not find any critical weaknesses, although some gas inefficiencies 
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and logic warning are there to remind one that even the well-meaning code may have hidden 

traps. Due to the immutability of blockchain transactions, even a minor bug may cause a 

disastrous effect, as was the case with DAO hack in 2016 (Gudgeon et al., 2020). FV, auto-

vulnerability scanning and open-source peer review are not a luxury but a required safety 

measure on any DeFi protocol aspiring mainstream usage. 

In practice, the information produced as a result of the study has apparent implications on 

both developers, regulators, and financial institutions involved in blockchain integration 

exploration. To developers, the findings prove that designing working smart contracts that are 

gas-optimized and survives in a stressful environment would be ideal. Delighting their 

regulators, the scalability in terms of performance of the prototype under conditions of 

congestion as well as cost volatility are evocations of the demand of balanced frameworks 

that must not stifle innovation in DeFi being a dynamic global phenomenon. This is similar to 

Catalini (2017), who insists that the regulation must aim at outcomes and systemic risks 

without making any attempt to reproduce the limitations of old systems. 

The paper also presents the future research directions that are important in enhancing the 

impact of blockchain in financial transformation. To begin with, cross-chain interoperability 

has to be worked on further. At present, DeFi environments tend to be encapsulated in single 

blockchains such as Ethereum, which restrictively inhibits the capability of their liquidity 

reserves to access wider pools or immediately penetrate legacy financial systems (Sch 

featuring risk, china 1922- 1924, Sch featuring risk, china 1922- 1924, Sch featuring risk, 

china 1922- 1924 Interoperability protocols such as Polkadot and Cosmos are the ongoing 

projects, and at the moment, there are few large, empirical experiments to prove the cross-

chain solutions. 

Second, decentralized identity models and systems may address most compliance 

requirements as the users can manually provide properties/claims about them without 

revealing sensitive information. Catalini and Gans (2016) propose an argument that verifiable 

credentials and DLT may be able to reach this tradeoff between privacy and regulatory 

transparency, and this should be tested in future prototypes. 

Last but certainly not least, the environmental sustainability of blockchains is still in question. 

Although the Proof-of-Stake (PoS) consensus and hybrid blockchain implementations are 

more environmentally-friendly energy-wise than Bitcoin using Proof-of-Work (PoW), they 

require further examination as far as their effectiveness is concerned (Zetzsche et al., 2020). 

Just as DeFi is scaling up, there is a need to put the burden it has on the environment as 

opposed to efficiency returns and increased accessibility, which it boasts to bring. 

Altogether, our research findings tend to justify the theoretical potential of blockchain and 

DeFi to improve speed, transparency, and automation of financial transactions, which proves 

the main arguments of Catalini & Gans (2016) and SchAr (2021). Meanwhile, they are in line 

with Chen, et al. (2020) and Zetzsche, et al. (2020) in mentioning the ongoing bottleneck 

concerning the scalability, transaction costs, and compliance. In the future, a more realistic, 

cross-border solution between decentralized structures with Layer-2 scaling, inter-operability, 

strong-auditing, or regulatory mechanisms could be the most practical way in which 

blockchain can transform both conventional and digital financial systems so that they both 

prove sustainable. 

Conclusion 
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The purpose of the study was to empirically examine whether blockchain protocol and 

decentralized financial (DeFi) protocols could provide measurable and real shifts in 

settlement efficiency, security, and transparency on the digital and traditional financial system. 

Our results bring added value and knowledge to an already well-developed but still 

developing literature, on the disruptive potential of distributed ledger technologies in the way 

financial intermediation is reshaped (Catalini & Gans, 2016; Schar, 2021). 

In this project, through the construction and experimentation with an Ethereum-based 

prototype of decentralized lending and automated market-making we have managed to note 

that programmable smart contracts can be used to automate processes that previously relied 

upon trusted intermediaries. The findings indicate that the elimination of verifications through 

blockchain technology positively affects the velocity of settlement reaching an area of at least 

30% improvement over traditional clearing mechanisms (Catalini & Gans, 2016; Tapscott & 

Tapscott, 2017). This serves as an affirmation of the idea formulated by Schr (2021) that 

securely-designed smart contracts can make financial transactions possible in a peer-to-peer 

model with reduced human supervision and delays. 

The empirical evidence of the smart contract security is another remarkable contribution that 

this study will make. Complying with the recommendations of Gudgeon et al. (2020), no 

severe vulnerabilities were detected in our audits when the best practices in terms of static and 

dynamic code auditing were observed. The result that continuous security of blockchain 

systems is practical reconfirms that DeFi security risk is not only viable but also underlines 

that state-of-the-art auditing should become a norm unless blockchain applications can ever 

achieve the mainstream trust. The DAO hack and the following smart contract exploits have 

demonstrated that even small mistakes in automated, permanent and unstoppable financial 

systems can yield ghastly consequences (Gudgeon et al., 2020). 

But, the same research shows that the potential of blockchain is limited by the unaddressed 

structural and regulatory issues. Illustratively, the Ethereum network transaction throughput 

constraints resulted in an increase in costs in the high-stress-test environment, which can be 

interpreted as the discovery of Chen et al. (2020) that, under the conditions of congestion and 

scaling, gas fees may reach prohibitive levels. This is eroding one of the main propositions of 

DeFi, making financial services more democratic by reducing the entry barrier and the 

participation level. Other inconveniencing effects of network congestion are that small retail 

users who would be the key beneficiaries of disintermediation would be forced out by the 

network fees as the small transactions incur even larger costs. Sch is then proposed and 

referenced in this paper, Academic Consortium Tutorials: Putting into practice. (Sch, 2021), 

that Layers-2 solutions like rollups and state channels have a lot of potential to help solve 

these bottlenecks and our findings have also supported this information to be correct and the 

data over the years has allowed this to happen and prove the accuracy of information to be 

truthful. 

The problem of regulatory compliance is no less urgent as well. According to Zetzsche et al. 

(2020), the pseudonymous and permissionless nature of DeFi makes it difficult to enforce the 

common Know Your Customer (KYC) and Anti-Money Laundering (AML), which provides 

an understandable tension between financial innovation and financial integrity. We did not 

put in place a decentralized identity (DID) layer or compliance module in our study, yet our 

findings affirm the necessity of so-called hybrid frameworks that would be able to combine 

the openness of decentralized systems with the protection necessary under global financial 

laws and regulations(Catalini, 2017). This may technically be implemented by incorporating 

the zero-knowledge proofs or selective disclosure functionality where people can prove 
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compliance attributes without sharing an excess of personal information, which is also the 

intended direction of the related work on verifiable credentials (Schär, 2021). 

There are many practical implications of this study. The developers and blockchain architects 

can use the results as a benchmark on what can be done when robust smart contract design 

and formal verification, as well as AMM models, are considered in use together. In the 

financial sector, an application with a prototype can be used to illustrate how blockchain can 

be utilized not as a complete alternative of the centralized infrastructure but as the additional 

layer that will speed up the process of settlements, make them transparent, and auditable 

(Tapscott & Tapscott, 2017). The very consensus among scholars and policymakers does 

indeed reach a point where complete replacement of trusted intermediaries remains 

impractical and even undesirable in some scenarios; rather, a more realistic course can be 

seen in the form of hybrid systems that would keep both human governance and institutional 

oversight intact, but would automatically offload parts of the verification work that can be 

simply processed by algorithms (Zetzsche et al., 2020). 

In terms of regulators and policymakers, the study offers empirical support of the position that 

the presence of three main properties of blockchain systems, namely, immutability, 

distributed consensus, and cryptographic security, can lead to system-level, yet has to be 

offset by new structures that safeguard consumer protection, systemic risk, and cross-border 

compliance. According to Catalini and Gans (2016), the ability to control decently without 

squashing its innovative and inclusion capacity is one of the most critical policy concerns in 

the future. We agree with this experiment of discretionate governance: effective DeFi 

regulation will probably resemble a blend of self-regulation in the form of skillful smart 

contract standards and external control preventing up-to-date argument and the systemic 

weaknesses. 

On the one hand, a number of potential research vistas of work come out of this research. To 

begin with, the real-world pilots on the greater scale, with respect to the demonstration of the 

performance of decentralized clearing and lending in the true market, are required. Although 

our model worked with synthetic but realistic data, in the real world all sorts of unpredictable 

user behavior, market manipulation attempts and a variety of interactions between on-chain 

and off-chain systems is hard to test in controlled environments (Gudgeon et al., 2020). The 

solution to this gap might be field studies that collaborate with financial institutions or a 

regulatory sandbox. 

Second, decentralized finance scalability should remain one of the leading research priorities. 

Our findings support the idea by adding that Layer-2 Scaling and Cross-Chain 

Interoperability will play the key role in facilitating the development of high volume DeFi 

applications without jeopardizing decentralization or security (Chen et al., 2020). Empirical 

studies contrasting the various types of scaling options, ranging between optimistic rollups, 

zk-Rollup to sharding, would assist the community to establish the best design that balances 

between speed, costs and security. 

Third, the area where more attention should be paid is decentralized identity systems and 

privacy safeguard compliance tools. The two sources Schir (2021) and Zetzsche et al. (2020) 

mention that Pseudonymity empowers users, but it is problematic when it comes to AML and 

prevention of fraud. DeFi systems DeFi systems may be able to use a combination of 

verifiable credentials and zero-knowledge proofs with privacy-preserving smart contract 

modules to meet regulations without compromising the privacy of users, which is a potential 

interdisciplinary research topic with cryptographers, economists, and legal experts. 
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Lastly, the aspect of environmental sustainability has not been well covered. Although we 

applied our research to Ethereum, whose shift toward Proof-of-Stake (PoS) might provide 

better energy efficiency, the overall carbon footprint of blockchain operations on a more 

significant scale is supposed to be measured in a structured way, with DeFi having ambitions 

to become globally available. This is an extremely important concern to make sure that the 

efficiency and inclusive benefit that the project would provide would not be neutralized by 

adverse externalities in other ways (Zetzsche et al., 2020).  
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